553 %5 6 W 2% 5515 2 4 saaf Vol.3 No.6
2017 4E 6 H Chinese Journal of Network and Information Security June 2017

T8 [a) REX I B3R EE 2 5 %

k& LEKR, MrnEk R, g
(1. WK TRER S TSRS SR, SBJEIT WRIE 150001
2 HEASREAS B THA R, BT AN 154007)

O SRS AR AL A WIS I, AR SRR A i B 2 S L AL B R O, 3R
HH AR I S AL R TT i T VESE I AT AR A TR S A, S A A A RS N R AR
AP ERSCH AL A AL, B AEIE S A W R T SE I PR R A AT R, IR T A AT AL GRS T
B0 DRI AT AL« Toidii e SEIN AL B SR T P B RS IT AN AL . FERXMOITETR, feil
T TR A By ) AR BRI B S PR B i, B T A R AR RS o [R]I
GINETE I 5 8 A AT B S A B 2 WAPAE I 2257, AEORBEHUEMLLI SRt |, B4 107 B0, %
% 7 Brai T A SR AN W] RE R ECSE U OB . SEE R, O IR R S A T
REEBERAITTSE N, RARL AT R

R AR EEEH), EREA ML

hESHES: TP31I

SCERFRIRAD: A

doi: 10.11959/j.issn.2096-109x.2017.00130

Trajectories anonymous algorithm for association attack

:1,2 1 1,2 1
ZHANG Lei " “, MA Chun-guang ', YANG Song-tao *, LI Zeng-peng
(1. College of Computer Science and Technology, Harbin Engineering University, Harbin 150001,China;

2. College of Information and Electronic Technology, Jiamusi University, Jiamusi 154007, China)

Abstract: During the location based service of continuous query, the trajectories which were produced by different
movement types may reveal the privacy of user’s location. To solve this problem, a mechanism was proposed to put
forward the real-time similar trajectories. With this mechanism, the subsequent position was calculated and which
the dummy one was generated to establish an anonymous group, the demands of real-time trajectory anonymity were
met, compensating the shortage of real-time trajectories of anonymity in other similar kinds of algorithm. Under this
mechanism, a method for calculating subsequent anonymous position was proposed, which used the user's move-
ment patterns, such as mobile direction, speed. The dummy trajectories were made very similar with the trajectory
produced by the continuous query user. At the same time, the position of reachable difference in real areas was put
forward, and on the basis of position reachable, this mechanism also filtrates out the unreachable candidate locations
which had been calculated in the phase of dummy position generates, then decrease the probability of adversary
identifies the real trajectory from the location of unreachable. Experimental results show that this method is effective
for protecting the location privacy of continuous query user, and provides a good working efficiency.
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